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INTRODUCTION

SOCIAL NETWORKS
Sometimes as adults we can be guilty of giving children and young people lots of advice as to how to keep themselves safe when they are online but not always follow the
same advice ourselves. Below are a few tips to ensure that you are keeping yourself safe.

Lots of children and adults enjoy using a variety of social networks to keep in touch with their friends and family.
Social networks can be absolutely fantastic for keeping in touch with people you don’t get to see very often but are you making sure that you are leaving a positive digital
footprint when you use them?
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Privacy settings

Keeping personal information private

Lots of people use social networks but many of
them do not always use the privacy settings that are
available for protection. On most social networks, the
default setting is such that anyone who uses the same
social network (or sometimes even those who do not)
can see everything that you put online.

A lot of this can be managed by ensuring that your
privacy settings are set to only show information to
friends only.

This includes the pictures that you post, the
comments that you write and the way you respond to
other people’s comments. Most of the times this might
be fine. However, if you are tagged in something
that you would rather not be tagged in or if you post
something you later regret posting, then everyone is
able to see this and comment on it.
In extreme cases, this could affect current or future
career prospects. Make sure you know how to change
the privacy settings so that only your friends can
see the things that you post. Every social network’s
settings are slightly different so have a look on their
help pages if you are struggling to find what you need.
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However, think about what you share with people
online and how much of this you need to share. Is it
necessary to share your phone number, date of birth
or email address on your profile? Wouldn't your close
friends already have these things?
By posting this information online and allowing other
people to see them, you run the risk that someone
could use some of this information to obtain credit in
your name or for any other untoward purposes.
Although this may seem extreme, every piece
of information such as this can be gathered by
unscrupulous individuals who wish to make some
‘easy money’ and leave you to foot the bill.
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A DIGITAL FOOTPRINT THAT YOU LEAVE BEHIND SHOULD
BE A POSITIVE ONE
Digital footprint simply means the information you leave behind on the Internet. This might mean the pictures that you
post online, the comments that you make on other people’s pictures or blogs or simply be your own business website.
Most of the time, if you have set your privacy setting correctly, this should not affect you. However, if this is not the
case, anything that you put online is then out of your control.
For example, if in the heat of the moment you make a comment on somebody’s profile that you later regret, you can
remove the comment and feel that this is the end of the issue. However, if someone decided to screen shot that
comment or copy and paste it, then the comment has not truly been deleted.
The rule of thumb that we guide by is that when you post something online, think “would my parents, family, friends or
grandparents, be happy if they knew I was posting this?”
We can generally make sure that our Digital Footprint is a positive one by applying this rule.
Google your own name
If you are unsure what your digital footprint is like, it can be a good idea to Google your own name with a few other key
words, such as the town that you live in and see what comes up.
Sometimes you might find an old profile from a social network you had forgotten you were even a member of. If it a
website that you no longer use, is it worth keeping your information on it?
Go back to that social network and see how you can close your account and reduce your digital footprint.
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The first question you should ask is do you want your password to your favourite
social network site to be the same as your online banking password? What if
someone knows your social network password or manages to hack your account?
They could now also have your online banking password and be one step closer to
accessing your financial details.

PASSWORDS

It is important, therefore, to make sure you use different passwords for your online
banking, email, and other sites that you access online. Banks and other websites
are frequently the victims of online hacking scandals and, therefore, it is equally
important to change your password frequently to guard against this your details
been accessed by these people.
Make your passwords difficult to guess
Adults can be particularly guilty of making their passwords surprisingly easy to
guess. What can seem secure to them (their child’s name, abbreviation of their
children’s initials or dates of birth) is easy information for an experienced hacker to
find out. They gather most of the information they need from social network sites
(if your settings are not private) and use this to create common combinations of
passwords.

Passwords are perhaps the most important way that we protect our identity and
private information online but how safe do you make them?
Passwords should be like your toothbrush; you never share them with anyone else
and change them regularly.
At some point, everyone has forgotten the password that they use to access a
website. The danger is that we rectify this by using the same password for every
different website that we use or make them easy to remember.

A good tip for making your passwords more secure is to use something you are
interested in but abbreviate this heavily and mix it up with capital and lowercase
letters and unrelated numbers. For example, Betty99 can be quite easy for a
hacker to guess but fTbA33 (an abbreviation of football and the number 33) is
much more challenging to guess.
If you use filtering software to protect your children from online content, make sure
you use a completely different password to secure this to any other one that you
use and your children might have access to.

"Betty99 can be quite easy for
a hacker to guess but fTbA33 is
much more challenging to guess."

Children often know a few of their parents’ passwords, as they may use them to
access their parents’ phones or to unlock the computer at home. If you use a
similar password for your filtering software, your children may be able to guess the
password to by-pass it.
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COOKIES AND TRACKING DATA
Have you ever wondered why you get adverts on your social networking site or another
website for products that you have just viewed online? Have you always put this down
to a strange coincidence? Unfortunately, this just is not true.
When you visit a website, your computer or device will usually download a small file
called a cookie. This file enables you to load the website more quickly the next time you
visit it or allow other websites to see where you have visited previously. Most websites
have a cookie policy when you first visit them. Some websites will close automatically
if you fail to agree to their use of cookies. This means it has become rather difficult to
avoid these little files on your computer and, in some cases, you may not wish to avoid
them anyway.
However, it is a really good idea to frequently delete your browsing history and clear
the cookies on your computer. Not only will it marginally increase the space on your
computer’s memory, but it will also stop websites being able to bombard you with adverts
for products you have recently viewed.

POP-UPS AND JUNK MAIL
Most people who have used the Internet for a long time
will be all too familiar with web pages that pop-up out of
nowhere. They will also probably have received a lot of
of junk mail in their inbox. Below are some simple tips
to consider when you have issues like these.
Pop-ups
Many pop-ups contain pictures and images that are
designed to entice you to click on them. For example,
they may tell you that you have won a prize. However,
when you click on them, they might redirect you to a
site you did not want to visit or may even download a
virus to your system.
The rule of thumb we guide by is “if you didn’t enter a
competition, how can you have won a prize?”
Equally, if the link looks too good to be true, it probably
is. Always navigate to website you want to visit directly,
do not follow the pop-ups.
Junk mail
Anyone who has had an email account will have
encountered junk mail in some form or another.
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It might simply be an advert that you did not want, or,
in many cases, it might be something more sinister.
Sometimes the email can even appear to be from a
friend or company, but they have used an unusual title
line or a generic one that could apply to anyone. This
type of junk mail is usually sent to do only one thing
– steal as much information from your computer as
possible. They may contain a link to another website
or have a document attached to them (they may even
be what appears to be a relatively harmless Word
document). However, embedded into the macros on
the document or via the link can be a harmful virus
that is put there with the express purpose of stealing
as much of your information as possible.
This information can then be used to access your bank
accounts or set up credit in your name. The junk mail is
always made to seem inviting. Therefore, always make
sure that you only open attachments from someone
you know or from companies that were supposed to be
sending you documents online.
If you are unsure about whether an email is genuine or
not, search the title of the email online. Often this will
quickly show you if there is a scam going on related to
the name of this email. Also, always view attachments
in your email’s ‘view online’ option first (if they have
one). This way, you can view the content of the
document before choosing whether it is appropriate to
download to your device.
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Anti-Virus and Security Software
If you look on online forums, Anti-Virus and Security
Software can often be a hotly debated topic. Some
people argue that they are too intrusive and slow their
computers down too much, other people argue that
they are an essential.
Undertaking your own research into Anti-Virus and
Security Software is something everybody should do
before deciding to install it or not. However, do bear in
mind that many online banks insist on you using some
form of it in their terms and conditions if you use their
online facilities.
Online Banking and Scams
In today’s busy modern world, online banking can
save a huge amount of time and effort and make
transactions much easier to keep a close eye on.
However, it is important to guard your online banking
details against attacks.

kind of error on your account.
Most banks will tell you that they never do this and
that this is most likely to be someone trying to steal
your bank account details so they can steal your
money.
Before paying for anything online, always check a
website’s reputation with a simple online search

A common scam is for someone claiming to be from
your bank or building society to email you or ring you
and request your banking details to sort out some
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advice encouraging people to take advantage of the
coronavirus downturn

Before disposing of any technology, always ensure that
you complete a factory reset and ensure you dispose
of it with a company that has a reputable standard for
disposing of these kinds of products.

• Fraudsters purporting to be from HMRC offering a
tax refund and directing victim to a fake website to
harvest their personal and financial details. The emails
often display the HMRC logo making it look reasonably
genuine and convincing.

• Only buy tickets from the venue’s box office, official
promoter or agent, or a well-known and reputable
ticket site
• Avoid paying for tickets by bank transfer, especially if
buying from someone unknown. Credit card or payment
services such as PayPal give you a better chance of
recovering your money if you become a victim of fraud

E-safety and the Coronavirus Pandemic

Some websites can be very cleverly designed to look
like websites of genuine products that you can buy in
the shops but, in fact, offer sub-standard copies of the
same product or, even worse, do not provide you with
the product at all.

The coronavirus has been classified as a global
emergency by the World Health Organisation
(WHO). Unfortunately, criminals are now preying on
people’s fear by launching various fraud and phishing
campaigns.

Before shopping anywhere new online, it is always a
good idea to check out reviews of a website before
you purchase from it to see how highly other people
rated the product or service that they received from
them.

More than 6,000 cases of Covid-related fraud and
cybercrime have been recorded by the UK's police
forces during the pandemic with £34.5m being stolen
since 1 March 2020.

Disposing of Old Computing Technology
Never give out your bank details to anyone online or
over the phone unless you are buying something from
a trusted business.

used to look at online banking details or may contain
files that are private to you.

Some of the tactics being used in phishing emails
include:

Don’t be fooled by ticket fraudsters
Action Fraud, the national reporting centre for fraud
and cybercrime, is warning the public to take extra care
when buying tickets for festivals and events online, as
figures from the national reporting centre for fraud and
cybercrime reveal almost £1 million has been lost to
ticket fraud so far this year.
Data reveals that 1,085 reports of ticket fraud have
been made so far this year, equating to an average
loss of £850 per victim. Almost two thirds of victims (61
per cent) were aged between 20 to 49 years old.

When upgrading to a new phone or computer it can be
so exciting that we forget about the product we have
just decided to dispose of. This can be a dangerous
mistake.

• Fraudsters providing articles about the virus outbreak
with a link to a fake company website where victims are
encouraged to click to subscribe to a daily newsletter
for further updates

Action Fraud received 374 reports of ticket fraud
in March this year – the highest number of reports
received since March 2020 when lockdown restrictions
were first implemented. Victims reported losing over
£200,000 in March this year alone.

The product that you are getting rid of you may have

• Fraudsters sending investment scheme and trading

Spot the signs of ticket fraud and protect yourself:
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Be wary of unsolicited emails, texts or adverts offering
unbelievably good deals on tickets. If it sounds too
good to be true, it probably is.
Beware of holiday fraud as travel restrictions ease
Action Fraud received 1,907 reports of holiday and
travel-related fraud in 2020/21 – a decrease of over 70
per cent when compared to the previous financial year.
However, although a decline in reporting was predicted
due to the fact travel was banned for large periods of
the year, losses by victims still totalled £2,205,251
during this time – an average loss of £1,242 per victim.
Online fraud rose by up to 70 per cent during the
pandemic as families were forced to go online to shop
and bank.

They even included scams aimed at exploiting the
surge in online grocery shopping during the pandemic
with fake gift vouchers from Sainsbury’s trying to elicit
personal information and Asda offers that linked to
premium rate phone lines run by criminals.
Watch out for scam messages
Do not click on the links or attachments in suspicious
emails, and never respond to unsolicited messages
and calls that ask for your personal or financial
details.
Protect your devices from the latest threats
Always install the latest software and app updates to
protect your devices from the latest threats.
Shopping online

Official data shows fraud is now the most common
offence in England and Wales, with people who turned
to buy their goods online during the pandemic among
the biggest victims.
Shopping and auction fraud offences rose to 86,984
cases in 2020, a 38 per cent increase on 2019.

If you are making a purchase from a company or
person you do not know or trust, carry out some
research first and ask a friend or family member
for advice before completing the purchase. Where
possible, use a credit card to make the payment
as most major credit card providers insure online
purchases.

For more information on how to shop safely,
please visit the Action Fraud website.
https://www.actionfraud.police.uk/shoponlinesafely

The most common tactic by the fraudsters was to set
up fake websites, mobile apps or social media ads,
either mimicking trusted retailers with familiar logos
and slogans, or faux e-stores which then failed to
deliver ordered goods.
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Head Office Address
Unit 18 Beecham Court
Smithy Brook Road
Wigan
WN3 6PR
Phone
01942 932 050
Opening hours:
Monday - Friday 09:00 - 17:00
Website
vocationalsolutions.co.uk

